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Introduction

C 
loud computing is all the rage in the IT world and for 
very good reason; its impact is massive. Virtually unlim-

ited computing capacity, provisioning new environments in 
minutes, exploring new technologies, and all at reduced costs! 
The exciting technical benefits are only exceeded by what the 
cloud does for business process agility and flexibility.

The immense benefits of the cloud come at a price: disruption 
of existing enterprise IT. The role of data centers is in flux as 
workloads shift to the cloud, reducing infrastructure costs. 
Computing is now a hybrid of traditional on‐premise applica-
tions and data integrating with modern or next‐generation 
cloud based services.

Hybrid cloud computing (often called hybrid cloud) poses 
significant challenges for data management and integration 
between on‐premise and cloud environments. Fortunately, 
this book examines techniques, architectures, and toolsets to 
turn the challenge of hybrid cloud data management into an 
asset by using integration Platform as a Service (iPaaS) cloud 
services. By leveraging iPaaS, cloud architects perform the 
most common use cases of

 ✓ Migrate workloads to cloud (also known as lift and shift)

 ✓ Perform hybrid app integration

 ✓ Support hybrid data warehouse

All three of these use cases use Amazon Web Services and 
Microsoft Azure.

About This Book
The focus of this book is learning what hybrid cloud data 
management is, why it’s important, and how to architect 
these environments. A great deal of attention is given to 
explain data management and integration in simple terms 
and describe how iPaaS enables your cloud architecture.



Hybrid Cloud Data Management For Dummies, Informatica Edition  2

These materials are © 2016 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

Cloud computing is a disruptive paradigm shift with substan-
tial technical impact and business benefit. Many companies 
aren’t prepared for the resulting hybrid cloud environments 
where applications and data are distributed both on‐premise 
and within the cloud. Data management and integration are 
major challenges for companies as they move to hybrid cloud 
environments. Data management includes data and applica-
tion integration, and data mastering, cleaning, and validation.

Icons Used in This Book
Throughout this book, you occasionally see special icons to 
bring your attention to a point that needs emphasis:

Tips indicate information that you may find useful. Often, they 
relate to an experience I had (or I wish I had at the time), or 
they add additional context to a topic.

If you see this icon, it’s probably something that helps you 
later. You won’t find the meaning of life here, but you may find 
some advice that makes your life easier.

Warning means just that; be careful! I use warnings to alert 
you to common mistakes and serious issues for you to avoid.

I am a technical person at heart and love to understand how 
and why things work (or don’t). Yes, this is a For Dummies 
book, but sometimes I delve deeper into a subject so you 
understand the “why” and “how” for a key topic.

Beyond the Book
This book can’t teach you everything about cloud comput-
ing and its benefits, but I do cover the fundamentals. Beyond 
those basics, I encourage you to research cloud architectures 
and current cloud service providers on your own. Cloud com-
puting represents the future of the industry; everyone needs 
to understand it! Find more resources on data management 
for hybrid cloud (and Informatica’s approach to it) at www.
informatica.com/hybridcloud.

http://www.informatica.com/hybridcloud
http://www.informatica.com/hybridcloud
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Identifying Cloud 
Computing

In This Chapter
▶▶ Understanding the evolution of data centers

▶▶ Explaining cloud computing

▶▶ Describing cloud service and deployment models

C 
omputing requirements and the ways companies meet 
those requirements are continually evolving. One of the 

most exciting and substantial changes recently is the advent 
of cloud computing. In many ways, cloud computing changes 
how IT supports the business and provides increased capabil-
ities at lower costs to a degree that was previously unobtain-
able. At the same time, cloud computing can be a  disruptive 
paradigm shift for IT. To further complicate matters, many 
misconceptions exist about what cloud computing is, why 
it’s important, and how cloud computing is operationalized 
 effectively in companies.

To help you fully understand the cloud and its impact, I must 
dispel common misconceptions and clearly define cloud 
computing and its major components. In this chapter, you 
 discover how cloud computing has evolved, its core tenets, 
and fundamental service and deployment models.

Understanding the Evolution  
of Data Centers

Throughout much of the history of enterprise computing, 
a company’s data center was the focal point of computing 
power — data, servers, networking, and so on. Ranging from 

Chapter 1
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small closets to vast purpose‐built secured facilities, data 
centers were the pride of many IT departments and played a 
critical role in the success of their companies.

Powerful data centers spanning the globe to support users 
in every corner of the planet 24/7/365 became the status quo 
for many companies. Elaborate offsite, disaster recovery data 
centers sprang up to ensure continuous operations for users.

Connectivity and performance between locations continually 
improved to the point where in many situations it didn’t really 
matter where a user resides versus where the data or applica-
tion resides. In many cases, key components of applications 
are located in different locations and are provided by differ-
ent sources outside the corporate infrastructure. Distributed 
computing allowed systems to span multiple data centers and 
involved partner systems, suppliers, and third parties, and all 
of this was transparent to the end‐user.

As data centers grew in capability, so did their costs, complex-
ity, and connectivity requirements. Technologists reveled in 
their capability, but CIOs cringed at their costs, while operations 
folks dreaded their complexity. Server sprawl — the unmanaged 
expansion of servers — increased the number of components 
to manage further increasing the costs and complexity of data 
centers. Frequently, the size and complexity of IT environments 
exceeded the capacity of technical staffs to manage those 
environments. Overworked IT staffs grew in size (and cost) 
and were often lucky to “just keep the lights on” to meet exist-
ing requirements; they had little ability to meet new business 
requirements as fast as business opportunities emerged.

Sensing an opportunity, IT vendors attempted to alleviate these 
challenges through evolutionary enhancements to reduce IT 
complexity, improve management tools, and reduce server 
sprawl via virtualization. These efforts helped to slow expand-
ing costs and complexity, but the concept of dedicated data 
centers for each company has inherent inefficacies that require 
a more fundamental (and disruptive) change to resolve. That 
needed change came in the form of cloud computing.

Many large companies and governmental organizations 
establish data center consolidation initiatives to reduce the 
number of data centers they must operate. These efforts can 
reduce costs and complexity while improving security and 
standardization. However, these efforts are often themselves 
complex in nature and can take years to plan and implement.
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Introducing Cloud Computing
Cloud computing is a distributed computing architecture that 
addresses many shortcomings of a traditional data center 
centric architecture. Cloud computing provides computing 
resources to IT organizations as externally provided comput-
ing services. Rather than shouldering the burden with provid-
ing every IT resource themselves, IT organizations simply buy 
whatever resource they need (as a service) from an external 
cloud service provider. In a nutshell, you supplement your 
internal IT services with external IT resources from the cloud. 
However, cloud computing encompasses much more than 
simply outsourcing services as you explore throughout this 
book. Unfortunately, like many other hyped technologies, 
cloud computing is misunderstood by the general public at 
business and executive levels and even by technical staffs.

The National Institute of Standards and Technology (NIST) pro-
vides an unbiased baseline understanding of cloud computing: 
Cloud computing is a model for enabling universal, convenient, 
on‐demand network access to a shared pool of computing 
resources (such as networks, servers, storage, application, and 
services) that can be rapidly provisioned and released with 
minimal management effort or service provider interaction.

Why the Cloud?
A quick glance at any technology publication or conference 
would lead one to believe that cloud computing is the only 
computing architecture available today. That position is 
somewhat over‐exaggerated, but the cloud is a major focus of 
the IT industry today. Cloud computing is significant and its 
importance is rapidly growing.

So, why cloud computing? The answer is it appeals to the 
needs of many across different positions, ranging from the 
CIO, to business users, and the IT technical staff. Key drivers 
include the following:

 ✓ Lower total cost of ownership for hardware, software, 
and IT infrastructure

 ✓ Pay based on what you actually use; don’t pay for unused 
capacity

 ✓ Faster provisioning of IT environments; new IT capability 
and capacity delivered in minutes rather than months
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 ✓ Access to external technologies and capacity that would 
be impossible to host internally

 ✓ Increased focus on meeting business challenges rather 
than expending resources on commoditized technical 
problems

Cloud computing offers benefits to many different audiences, 
but to understand how these benefits are possible, it’s neces-
sary to understand more about cloud computing itself.

Defining Cloud Characteristics
To fully understand the cloud and make the most of your 
cloud investment, you must understand some core concepts. 
This understanding helps you separate important cloud attri-
butes from fluffy IT vendor marketing. NIST defines the five 
characteristics of cloud computing as follows:

 ✓ On‐demand self‐service: A consumer unilaterally pro-
visions computing resources as needed automatically 
 without human interaction.

 ✓ Resource pooling: Computer resources are pooled to 
transparently serve multiple consumers.

 ✓ Rapid elasticity: Capabilities can be rapidly and elasti-
cally provisioned, in some cases automatically, to quickly 
scale out and rapidly released to quickly scale in.

 ✓ Measured service: Cloud systems automatically con-
trol and optimize resource use via a metering capabil-
ity. Resource usage can be monitored, controlled, and 
reported providing transparency for both the provider 
and consumer of the service.

 ✓ Broad network access: Capabilities are accessed over the 
network and accessed through standard mechanisms that 
promote heterogeneous thin or thick client platforms.

The power and benefits of the cloud comes from these char-
acteristics. Evaluate any “cloud” solution you see against 
these characteristics; if that solution is lacking in these areas, 
you should consider another solution.

I use NIST definitions frequently to establish baseline terms 
and understanding because they’re unbiased for specific ven-
dors and are stable over time.
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Understanding Foundational 
Cloud Service Models

Cloud computing provides different types of IT services; those 
services can be applications software, prebuilt operating envi-
ronments, or even hardware and infrastructure. Depending on 
the type of service provided, cloud offerings are categorized 
into the following NIST‐defined service models:

 ✓ Software as a Service (SaaS): Consumers are provided 
their software applications from the cloud service pro-
vider. The consumer gains access to application software 
while the provider manages the underlying software and 
infrastructure used to provide that application software. 
Applications are frequently delivered to the customer via 
web browsers or program interfaces in SaaS architecture.

 ✓ Platform as a Service (PaaS): Consumers use program-
ming languages, libraries, and tools from the provider as 
an application development and deployment platform. 
The platform may include databases and application 
middleware in addition to application development tools. 
Providing virtualized operating environments to consum-
ers is a key component of PaaS architecture.

 ✓ Infrastructure as a Service (IaaS): Cloud service pro-
vider manages the underlying physical cloud infrastruc-
ture (servers, networking, storage, operating systems) 
while the consumer deploys and runs their own appli-
cation software and provisions additional resources 
(memory, CPU, storage) as necessary. Self‐service virtual-
ization is a key component of IaaS architecture.

As cloud computing has evolved, additional cloud service 
models have evolved to more precisely support business 
needs. In particular, building on the foundations of SaaS and 
PaaS, several more specific models have emerged:

 ✓ Integration PaaS (iPaaS): Integrates data, application, 
and processes in a distributed environment where some 
services are provided by clouds and other components 
exist in on‐premise data centers. iPaaS is critical to 
making systems distributed across hybrid environments 
work seamlessly and efficiently.
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 ✓ Database as a Service (DBaaS): Database storage and 
management software are provided as a cloud service. 
The consumer stores their data in the DBaaS cloud and 
accesses that data through Structured Query Language 
(SQL) and programmatic interfaces.

 ✓ Data Warehouse as a Service (DWaaS): Similar to DBaaS, 
data warehouse storage and management software are 
provided as a cloud service.

 ✓ Big data and mobility specific cloud offerings: Access 
to big data, powerful processing tools, and software to 
support mobile applications is provided by cloud provid-
ers. Many companies want the capability provided by 
big data and mobile applications, but they’re reluctant to 
host the necessary infrastructure internally.

For hybrid cloud data management, the iPaaS service model is 
particularly well suited. In Figure 1‐1, you see an iPaaS example.

In Figure 1‐1, iPaaS, along with on‐premise integration software 
deployed in public cloud, provide integration of SaaS data 
sources, DBaaS and DWaaS deployed in a public cloud with 
on‐premise databases, data warehouses, and applications. At 
its core level, iPaaS integrates the data services in a hybrid 
environment with applications that require distributed data.

Leveraging integration  
competency centers

Many large Fortune 2000 companies 
extend their on‐premise data man-
agement architecture, often referred 
to as an integration competency 
center (ICC), to the iPaaS cloud, in 
order to deliver the following:

▶✓ Self‐service IT

▶✓ Governed self‐service for busi-
ness users

▶✓ Global data management

▶✓ G e o g r a p h i c / d e p a r t m e n t 
 deployment

▶✓ High velocity

▶✓ Best practices and standards

▶✓ IT as a service

▶✓ Unlimited elasticity for bursting 
scenarios

▶✓ Data stewards empowerment

▶✓ Controlled costs

▶✓ SaaS end-points integration
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Exploring Cloud Deployment 
Models

If you’ve been reading this chapter straight through from the 
beginning, you should have a better understanding of the 
different services provided via the cloud. Now what? You 
 discover how those services are deployed.

Cloud computing is economical because the costs and 
underlying infrastructure are shared among its consumers. 
However, it’s the details of that sharing that many consum-
ers want to understand for a myriad of security, policy, and 
technical reasons. Because cloud consumers have differing 
requirements, several different methods to organize this 
shared cloud architecture have been developed.

Figure 1-1:  Deploying iPaaS in a hybrid cloud architecture.



Hybrid Cloud Data Management For Dummies, Informatica Edition  10

These materials are © 2016 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

Cloud deployment models determine who has access to the 
services and where and how the infrastructures for those 
 services are maintained. NIST has defined the following 
deployment models:

 ✓ Private clouds: Used exclusively for a single, private 
organization or company, the cloud infrastructure is fre-
quently hosted in a private data center. Private clouds 
provide the highest level of control by the consumer and 
are perceived as providing the highest degree of privacy 
and security because the consumer owns and manages 
the infrastructure.

 ✓ Public clouds: Used by multiple, unrelated organizations 
or companies on a shared basis. The cloud infrastructure 
is hosted by an outside entity providing the cloud as a 
service. Public clouds are the least expensive and incur 
the least amount of overheard on the consumer, but the 
consumer also has the least control of the cloud services 
and supporting infrastructure.

 ✓ Community clouds: Used by organizations or companies 
with a common purpose, mission, or audience. These 
cloud services aren’t available to the general public but 
are available to members of the defined community. 
Common examples include governmental or military 
organizations or specific industries to include partners, 
suppliers, and authorized customers.

 ✓ Hybrid clouds: Used when a consumer combines ser-
vices provided by multiple, distinct cloud providers or 
by a cloud provider in conjunction with their own inter-
nally hosted services. For example, a company has its 
own private data center for its traditional IT computing 
but takes advantage of a new capability from a public 
SaaS provider rather than attempting to provide that 
capability itself internally.

Cloud deployment models are important because many cloud 
consumers want to know who they’re sharing their cloud with 
and where their applications and data physically reside. Their 
requirements drive them to a specific deployment model 
initially, and often you see those consumers evolve into addi-
tional deployment models as their requirements change and 
their comfort level with cloud computing grows.
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Understanding Cloud 
Impact on Business

In This Chapter
▶▶ Identifying technical and business benefits of the cloud

▶▶ Understanding how cloud is transforming business and IT

▶▶ Describing the journey to the cloud experienced by companies

B 
usinesses and enterprise IT departments are experienc-
ing the impact of cloud computing. That impact, while 

ultimately beneficial, is often initially disruptive, especially to 
IT departments. Lowering infrastructure costs and increasing 
business agility, coupled with unlimited scalability are power-
ful motivators. However, the shift from enterprise data centers 
to the cloud leaves many IT departments redefining their 
role. Companies embarking on the cloud journey face many 
choices, including public versus private hosting and selecting 
the right SaaS, PaaS, iPaaS, and IaaS offering. In this chapter, I 
detail the benefits of cloud computing, and you begin the jour-
ney to the cloud.

Exploring the Benefits of Cloud
Business and IT departments experience many benefits from 
the cloud. Some benefits are obvious, but others aren’t as 
intuitive and become apparent over time. Beyond the mantra 
“doing more with less,” some benefits are merely technical 
while others are nontechnical, business, and cost related.

Chapter 2
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Foundational cost shift
At first, companies frequently only look at the low initial cost 
of cloud services, but in reality cloud cost savings comes in 
multiple forms. In their totality, these changes have a signifi-
cant impact to change how IT spending is planned; in fact, 
it shakes the foundation of IT spending. Key cost reductions 
occur in these areas:

 ✓ Cloud services are usually (but not always) metered, 
which translates to “pay‐as‐you‐go,” so you only pay 
for services and capacity you actually use. Rather than 
buying a dedicated database server that may sit nearly 
idle during nonpeak processing periods or a software 
package that may go unused by users, with cloud you’re 
billed based on your system resource utilization and the 
number of software licenses actually used. This reduces 
waste and the risk of “overbuying” capacity and software.

 ✓ Reduced capital expenses as new investments in enter-
prise IT infrastructure. Rather than purchasing new data 
center infrastructure (servers, storage, networking, soft-
ware) and the corresponding mirrored disaster recovery 
infrastructure, that capacity is purchased as a metered 
service from the cloud provider. This reduces upfront 
capital costs for companies seeking new capability. 
Companies no longer have to calculate long‐term Return 
On Investment (ROI) for large storage or database server 
purchases. As a further benefit, because the cloud infra-
structure is owned and managed by the cloud provider, 
it’s the provider’s responsibility to support expensive 
technology upgrade and refresh efforts.

 ✓ Reduced operational expenses in terms of staffing, licens-
ing, and support agreements for technology infrastruc-
ture. Because the cloud service provider maintains the 
cloud infrastructure, all the associated operating costs 
are the responsibility of the provider. Because the capi-
tal and operating expenses are the responsibility of the 
cloud provider, those costs are shared across the mul-
tiple cloud consumers at a lower rate (rather than each 
consumer bearing the full cost themselves).

 ✓ Lower Research and Development (R&D) and Subject 
Matter Expert (SME) costs for new, advanced capabili-
ties. Historically, if a company wanted to invest in a new 
technology, it had to procure new hardware, software, 
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and expertise either via training existing staff, hiring 
new staff with specialized skills, or obtaining expensive 
outside consultants and contractors. With specialized 
cloud offerings such as big data and analytics, the expert 
knowledge and experience are provided by the cloud 
service provider and not required internally by each 
company.

Cloud computing reduces costs across a broad spectrum far 
beyond simple cost reduction in a single area. This represents 
a foundational change in spending for IT that CIOs and IT 
staffs greatly appreciate.

Enhanced agility
Self‐service provisioning of cloud services delivers new PaaS 
environments, increased IaaS capacity, and more software 
capabilities via SaaS rapidly. Often, new capacity is available 
within minutes or hours after the request is made; a massive 
improvement over the days, weeks, months often required 
by enterprise IT. Self‐service provisioning is a foundational 
component of cloud computing enabling rapid delivery of 
increased capability. Increased agility occurs in several areas:

 ✓ Speedy provisioning of new cloud services means con-
sumers aren’t sitting idle, waiting for delivery of the new 
capability. Delays in projects due to enterprise IT’s inabil-
ity to deliver in a timely manner are well known. Rapid 
provisioning helps resolve this long standing obstacle.

 ✓ New business capabilities are rapidly created through a 
modular mix and match of cloud services to create the 
integrated system of what’s often a diverse ecosystem 
of components. Consider just some of the cloud service 
offerings available: DBaaS, DWaaS, SaaS, and iPaaS; the 
best of breed for each service is integrated with iPaaS, 
along with on‐premise computing resources to deliver 
new business capabilities faster than ever possible before.

Enhanced agility’s greatest benefit is the ability to capital-
ize on new business opportunities faster than competitors 
through a modular building block approach of cloud services. 
Self‐service with rapid provisioning is a foundational compo-
nent but the mix and match modular approach to building new 
business capability is the strongest factor of enhanced agility.
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Elastic scalability
Cloud computing significantly frees IT staffs from the complex 
task of capacity planning and to a lesser degree performance 
tuning due to capacity issues. A foundational building block of 
cloud computing is rapid elasticity, which is the ability to scale 
up or scale down resources to meet current demand with the 
appropriate amount of resources. This elastic ability to scale 
up or down provides multiple benefits:

 ✓ System resources (often CPUs, memory, number of 
 application servers, storage, and so on) are allocated to 
meet the current system requirements; they’re neither 
undersized nor oversized. That means the exact amount 
of necessary capacity is allocated and that metered 
usage of capacity is how the consumer is billed. The con-
sumer doesn’t pay for unused, excess capacity nor does 
system performance suffer from an undersized resource 
configuration.

 ✓ As system resource requirements shrink or expand, the 
corresponding resources (and also billing) elastically 
shrinks or expands as appropriate. This allows for intel-
ligent allocation of resources across the shared cloud 
environment resulting in total lower costs for everyone.

 ✓ Enterprise IT staffs don’t need to allocate highly trained 
technical people to perform detailed capacity planning. 
Accurate capacity planning is a complex skill (some 
would say art) and by offloading this responsibility to the 
cloud provider, these talented individuals can focus on 
other challenges within IT.

Elastic scalability enables the perception of infinite capac-
ity for cloud computing; if you need more resources they’re 
automatically added as needed and are later deallocated 
when no longer required. This automatic scalability allows 
cloud service providers to support more customers with less 
infrastructure driving down their costs while it allows cloud 
consumers to use the resources they need at a total lower 
cost for themselves.

Don’t assume that automatic scaling is in place — and cer-
tainly not automatic scaling into infinity to support bad code 
or  runaway processes. Be sure to check if scaling upward and 
shrinking downward is automatic or if you have to request 
it; also identify what controls exist for automatic growth as it 
should not occur without oversight.
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Renewed emphasis on innovation
Managing large data centers and enterprise IT environments 
is complex, time‐consuming work performed by teams of 
highly trained and dedicated individuals. It’s a difficult job 
that requires a large expenditure of resources. Cloud comput-
ing has a positive impact on this reality in multiple ways:

 ✓ Transferring (redirecting) workload from enterprise data 
centers into the cloud reduces the amount of work for 
already overworked IT staffs to perform. This allows 
the enterprise IT staff to address tasks that have been 
delayed and focus on “bigger picture” IT projects rather 
than daily “fire‐fighting” tasks that don’t expand the 
 business.

 ✓ Freeing up the best and brightest people in enterprise IT 
from the daily grind of time‐consuming, mundane tasks 
allows them to refocus on the core competencies of 
their company. They now have the capacity to innovate 
and provide greater business value to the organization 
beyond fire‐fighting and “trying to keep the lights on.”

Enterprise IT departments have many smart and dedicated 
people that understand the needs of the business in detail. 
Leveraging cloud computing to reduce or eliminate IT staff’s 
time spent on mundane operational tasks so they can focus 
on business innovation is a win-win.

Don’t be hasty and believe that because you moved to cloud 
computing you can downsize your entire IT staff because you 
won’t need them anymore; that’s a shortsighted decision. 
The work of your IT staff will shift from managing existing 
infrastructure to governance, compliance, and innovation for 
your company that enables you to seize new business oppor-
tunities while reducing compliance and security risks.

How Cloud is Changing 
Enterprise IT and Data Centers

Given the benefits and paradigm shifting capabilities of cloud 
computing, coupled with the size, complexity, cost, and inabil-
ity to respond quickly to new requirements, a major disrup-
tion in enterprise IT and traditional data centers is underway. 
Cloud computing is redirecting workload from enterprise IT 
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data centers and into cloud computing environments; that’s 
a major change in how IT and ultimately businesses operate. 
How much is this happening? Consider these estimates from 
industry analysts:

 ✓ Cloud computing will be the bulk of new IT spending 
in 2016.

 ✓ $204 billion will be spent on public cloud computing 
in 2016.

 ✓ Cloud spending will reach $315 billion by 2019.

In Figure 2‐1, you see this workload shift into the cloud.

Figure 2-1:  Redirecting workload into the cloud.

Changing the role of enterprise IT
Just because enterprise IT staffs 
won’t be managing as much tradi-
tional infrastructure, it doesn’t mean 
they won’t be busy. Rather than 
focusing on operational technology 
support, enterprise IT will shift their 
focus to equally important areas of 
IT governance, compliance, policy, 
and licensing. Priorities within IT 

have evolved where governance 
and compliance with controls and 
standards are paramount and grow 
in importance within hybrid clouds. 
Well‐defined, metadata‐driven 
architectures enable your ability to 
understand and govern your data, 
which is a major initiative for many 
organizations.
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Figure 2‐1 shows the on‐premise workload of the traditional 
enterprise data center redirecting to cloud service providers. 
Note that workload can redirect to multiple cloud providers 
resulting in a multi‐cloud environment. Mixing and match-
ing the right cloud service provider in a modular manner is a 
strength of cloud computing.

Driving to the Public Cloud
Public or private clouds — which to move to? The needs of the 
company or organization will drive that decision, but unless 
working with highly secure or governmental organizations, 
public clouds are the preferred direction of many  companies.

Public clouds are still secure; many cloud architects argue 
that they’re more secure because they face greater security 
compliance and governance than a smaller private cloud can 
support. In fact, many governmental and defense organiza-
tions are allowing public cloud vendors to provide community 
clouds but on a large governmental scale.

The list of cloud providers is rapidly growing but two power-
house public cloud providers you can’t miss are Amazon Web 
Services (AWS) and Microsoft Azure. I cover AWS and Azure 
in greater detail in Chapter 4.

Taking the Journey to the Cloud
Your journey to the cloud isn’t an overnight trip; it’s a pur-
poseful process that takes planning, deliberate execution, and 
time to ensure you reach your destination. Just as with any 
trip, you need to consider multiple factors, which influence 
the path you take. Factors influencing cloud adoption include

 ✓ Newness and maturity of the company and their 
 application: New companies have fewer applications 
and less infrastructure to migrate to the cloud.

 ✓ Level of investment on current on‐premise applications 
and infrastructure: Companies with large on‐premise 
footprints are less likely to migrate to the cloud rapidly.

 ✓ Criticality, complexity, and size of application: Highly 
custom, very large, or absolutely mission critical applica-
tions are more challenging to move to the cloud.
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 ✓ Perceived risk tolerance of stakeholders: Applications 
supporting classified or sensitive data, or those support-
ing human life are justifiably subject to greater scrutiny 
and risk aversion when considering a cloud migration.

 ✓ Existence of mandates to migrate to the cloud: Policy 
driven “cloud‐first” mandates or conversely “no‐cloud” 
directives weigh heavily on cloud planning sessions.

The cloud service model selected is dependent on several 
factors, including origin of the request and the expertise and 
maturity level of the cloud consumer and provider:

 ✓ Line Of Business (LOB) organizations frequently seek 
SaaS to have access to software such as Salesforce and 
Workday applications to support their users in the field.

 ✓ Enterprise IT initiatives often push for PaaS and IaaS to 
ease data center pressures and improve their agility to 
provide capacity.

 ✓ Departmental IT groups have more specific requirements 
such as a database to be deployed to DBaaS or a data 
warehouse via DWaaS.

 ✓ As organizations become more experienced with the 
cloud, they become more confident and therefore more 
willing to leverage cloud technology.

 ✓ As cloud service providers become more established, 
they are able to reduce prices and offer increased 
 capacity and more specialized offerings.

The cloud has multiple entry points, each of them reflective of the 
perspectives for those driving the requests. As companies become 
more cloud savvy, they expand into different cloud deployment 
and service models. This evolution is good, but it brings its own 
unique challenges (I cover those in Chapters 3 and 4).

Born in the cloud
Can a company be cloud‐only with no 
internal infrastructure beyond their 
laptops? Obviously older, more mature 
companies have a greater challenge 
migrating large existing infrastructures 
to the cloud. What about younger 

 companies without the burden of 
existing infrastructure? Those are 
more likely candidates for cloud‐only 
footprints because they’re “born in the 
cloud” without existing infrastructure 
and a desire to keep initial costs low.
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Introducing Hybrid Cloud 
Data Management

In This Chapter
▶▶ Understanding the concept of hybrid cloud computing

▶▶ Identifying why hybrid cloud computing is present at most companies

▶▶ Learning about the challenges of managing data in the hybrid cloud

▶▶ Introducing the people playing a key role in the hybrid cloud

I 
f you have any cloud presence at all, odds are you are in a 
hybrid cloud environment even if you don’t realize it yet. 

Managing applications, data, and processes within an inte-
grated cloud and on‐premise architecture is the basis of hybrid 
cloud management. Hybrid clouds are the reality of most orga-
nizations using cloud technology, and they present specific 
challenges that must be addressed. In this chapter, I explore 
hybrid cloud computing, the challenges of hybrid architec-
tures, and introduce the cloud architects and other key stake-
holders who must navigate this complex environment.

Defining Hybrid Cloud
Hybrid cloud computing is a relatively new architecture as 
companies begin adopting cloud services. Although new, the 
concept is relatively simple; hybrid cloud computing is the 
mix of new cloud computing technologies with existing on‐
premise resources in traditional data centers. Processes and 
data exist in the on‐premise data center and those processes 
and data integrate with processes and data provided by the 
cloud to support an application. Workload in the form of data 
and processes is distributed between the on‐premise data 
center and the cloud to create a hybrid cloud environment.

Chapter 3
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Pretty simple, right? Hybrid cloud environments are the 
combination of cloud computing with on‐premise computing. 
Hybrid clouds are based on several foundational assumptions:

 ✓ Existing workload in the form of data and applications 
are present in on‐premise data centers. This workload 
has not yet or will not ever move into the cloud.

 ✓ Cloud architectures (SaaS, PaaS, or IaaS) provide some 
but not all of the applications, data, or infrastructure 
required by the consumer company. Most companies will 
have a multi‐cloud environment with a mix of SaaS, IaaS, 
and PaaS.

 ✓ Integration of data, applications, and infrastructure 
between cloud and on‐premise assets must occur to 
 complete a task or otherwise support an application or 
user group.

Basically, neither the cloud nor the on‐premise computing 
environment has all the application components, data, or infra-
structure necessary; therefore, the combined cloud and on‐
premise resources must meld into a hybrid cloud environment.

Obviously in a hybrid cloud environment, integration between 
on‐premise and cloud resources is a key requirement for suc-
cess. At an even higher level than integration, the proper man-
agement of all data, applications, processing resources, and 
the related governance and security policies is paramount. 
These are the core topics at the center of hybrid cloud man-
agement that I discuss in detail.

Technically, if you have multiple distinct cloud infrastructures 
such as private, community, or public, you also have a hybrid 
cloud. However, I focus on the hybrid definition of on‐premise 
computing with any cloud infrastructure because this is a 
highly prevalent architecture in today’s companies.

Following the Journey  
to Hybrid Cloud

Few organizations start their cloud discussion with the state-
ment, “I want a hybrid cloud,” but the reality is most organiza-
tions evolve into a hybrid cloud environment.
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If you have some workload in the cloud and some on‐premise, 
by definition you have a hybrid cloud. Operating in a hybrid 
environment isn’t inherently bad; it’s simply part of the natu-
ral progression from entirely on‐premise computing to using 
the vast capabilities the cloud has to offer.

The upper boundaries of on‐premise computing have been 
pushed for many years; moving to the cloud was inevitable to 
increase processing capacity. As more data and processing 
are moved from on‐premise to the cloud, you see a shift from 
data center centric computing with some cloud to ultimately 
cloud‐centric computing with some on‐premise capability 
retained. This is a journey, and it doesn’t occur overnight. For 
the foreseeable future, on‐premise computing will continue to 
integrate with cloud services, which means hybrid clouds will 
flourish in many organizations.

Given that hybrid cloud computing is a fact of life, what are 
some of the benefits of this architecture?

 ✓ Scalability: Cloud environments offer near limitless 
capacity and processing power beyond what a traditional 
data center could ever provide. You should fully utilize 
the existing capacity of on‐premise environments, but 
rather than buying new capacity for your data center, 
you leverage the cloud to meet new capacity scalabil-
ity requirements. Elastic scalability of cloud resources 
ensures the right amount of computing power is present 
when needed and not wasted when no longer required.

 ✓ Flexibility: Creating new environments and exploring 
new technologies and capabilities is much faster and 
less expensive within the cloud. Existing on‐premise 
data centers serve traditional IT needs, but when new 
requirements emerge, use the cloud rather than building 
internally. Cloud computing enables you to try out new 
technologies faster and cheaper than building internally, 
which greatly increases your organizational flexibility.

 ✓ Security: On‐premise computing is subject to the secu-
rity and governance controls of enterprise IT and cloud 
environments are subject to the security controls of 
the cloud vendor. Leverage your existing enterprise IT 
staff to direct their attention to managing the security 
and governance controls of the complete hybrid envi-
ronment. Your enterprise IT staff knows your security 
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and governance polices better than anyone else, and as 
employees, they’re vested in the company’s success. 
Expand the scope of enterprise IT security and gover-
nance responsibility for the complete hybrid environ-
ment, not just their on‐premise assets.

Most companies start out with a heavy on‐premise architec-
ture and smaller cloud component. As cloud capabilities and 
confidence in the cloud grows, the focus shifts to a greater 
utilization of cloud computing for new requirements. Less 
new work goes into the existing on‐premise environments and 
more emphasis is placed on cloud environments. Eventually, 
the balance of processing shifts from on‐premise data center 
centric computing to cloud centric computing until only what 
is necessary remains in the data center and most computing 
occurs in the cloud.

What is the end‐game architecture as processing and data 
shifts from on‐premise to cloud computing? Will we experi-
ence a day where all computing is migrated from on‐premise 
into the cloud and our enterprise data‐centers completely 
close? The idea of a cloud‐only architecture is a big question 
for many, and there is no clear‐cut answer for all situations.

Database centric customers 
should care

Some database centric customers 
take a skeptical view of the cloud 
and don’t think they will be notice-
ably impacted. Perhaps they have 
had long careers in IT and seen fads 
come and go. Or they assume their 
databases are too big or complex 
to move and will forever remain 
on‐premise.

In reality, even the most salty 
 database‐centric customer needs 
a degree of cloud expertise. Cloud 

computing isn’t an abstract concept 
or fad; it’s here today for many orga-
nizations, and many more will enter 
it in some form so everyone needs 
to understand cloud. For those man-
aging large databases and data 
warehouses, even if they remain 
on‐premise, odds are they will be 
accessed by cloud services in a 
hybrid configuration. The message is 
even if you aren’t going to the cloud; 
the cloud is coming to you.
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At a minimum, there will seemingly always be a footprint in 
most companies for some hardware such as printers, work-
stations, and local connectivity. Legacy and highly custom-
ized applications that aren’t good cloud candidates will also 
remain on‐premise. Additionally, data and applications that 
have security or regulatory requirements to not be distrib-
uted to the cloud will remain on‐premise. However, those 
applications and data that are good fits for cloud computing 
will very likely migrate to the cloud eventually. Data centers 
will greatly shrink, and enterprise IT staff will focus more on 
governance, integration, and policy, and hybrid cloud archi-
tectures will grow in importance.

Identifying Challenges of Hybrid 
Cloud Data Management

Hybrid cloud computing creates distinct data management 
challenges in orchestrating how data is stored, how it’s 
moved, how it’s integrated and transformed, and how it’s con-
sumed by applications across the hybrid landscape. Hybrid 
data management must address governance, risk manage-
ment, and compliance as major themes in addition to technical 
aspects. Both hybrid data management and hybrid data inte-
gration must occur as parallel services in these environments.

Cloud computing is touted by some as “easy,” but in reality it 
creates a much more complex, global environment when you 
consider the on‐premise versus cloud ramifications of how 
data is stored, moved, consumed, and processed.

The most common challenges of data management in hybrid 
clouds include the following:

 ✓ Connectivity: Connecting to all the necessary data

 ✓ Scalability: Growing upward or shrinking as needed

 ✓ Data visibility: Seeing the data and lineage of your data

 ✓ Operational control: Effectively managing your data

 ✓ Data governance: Enforcing policies and controls

 ✓ Data quality: Ensuring the quality of your data



Hybrid Cloud Data Management For Dummies, Informatica Edition  24

These materials are © 2016 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

Connectivity, scalablity, data visiblity, operational control, 
data governance, and data quality are major challenges when 
working within the hybrid cloud. These challenges repeatedly 
trouble companies, so ensure your data management strategy 
accounts for them as you move into the hybrid cloud.

A great focus is on data governance, but don’t forget data quality.  
A metadata‐based architecture is the foundation of your data 
quality, visibility, lineage, governance, and ultimately security.

At the technical level, a hybrid environment introduces 
complexities regarding network latency, infrastructure, data 
access, and integration. As a principle, you want to do the 
processing where the data exists rather than moving data to 
processing. Because much of the new data exists in the cloud, 
you need to perform much of your processing in the cloud, 
which is a paradigm shift for many IT organizations.

With cloud computing, the infrastructure, data, and applica-
tions are now deployed around the globe. This distribution 
allows for constant availability, nearly unlimited capacity, and 
more nimble deployments than ever possible before, but it 
comes at the cost of increased complexity for data manage-
ment. Enterprise IT must ensure their data governance, com-
pliance, and security practices are up to date and ready to 
meet these new challenges.

For example, consider the legal and compliance implications 
of how data that was once only located on‐premise is now 
located globally via the cloud:

 ✓ Nations have different and frequently changing laws 
regarding data privacy and ownership.

 ✓ “Right to be forgotten” laws in Europe may have implica-
tions for U.S. companies.

 ✓ Data security requirements and punishment for compro-
mised data vary and have international ramifications.

 ✓ Government and law enforcement access to data and 
encryption laws vary widely and subject data housed in 
different nations to inconsistent policies regardless of 
where the company headquarters is based.

These are difficult challenges, but they’re manageable when 
met with a robust approach to governance, security, and com-
pliance by enterprise IT.
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Companies aren’t the only ones subject to international laws — 
so are government agencies moving to cloud architectures. The 
already complex world of data ownership and privacy becomes 
even more challenging when dealing with classified govern-
ment data. As a way to reduce risk and complexity, some gov-
ernment agencies require cloud providers to ensure data only 
resides in cloud data centers within that nation.

Beyond legal and compliance issues, consider the technical 
challenges of maintaining data lineage. Data lineage is the life 
cycle of data to include its origin and where it moves and how 
it’s transformed along the way; this lineage information has 
impacts for data quality and data governance, as well as data 
security. Data lineage is also important for understanding the 
downstream and upstream impact of any change to data and 
data flows. Tracking this is important for risk management 
and development productivity. With cloud computing, main-
taining data lineages inherently becomes more challenging:

 ✓ Visibility into the data and metadata origin may be 
reduced without the right tools.

 ✓ Cloud infrastructure moves data very fast across mul-
tiple boundaries making tracking lineage more complex.

The impact of cloud computing (and therefore hybrid cloud 
computing) on data lineage translates into greater challenges 
for data capture, curation, analysis, and usage. This complex-
ity creates challenges at the technical level for data usage and 
at the non‐technical level for data management and overall 
governance.

Data management versus 
data integration

Data integration is a subset of the 
larger world of data management. 
Data integration is the focused 
topic of transforming and deliver-
ing data from point A to point B in 
the most efficient manner possible. 
Data management is a broader topic 
addressing issues of data discovery, 

governance, cleansing, validation, 
mastery, and security in addition to 
integration. This distinction is impor-
tant when evaluating technologies 
and the shifting roles of enterprise IT 
when managing data in hybrid cloud 
environments.
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Focusing on Hybrid Cloud Data 
Management Principles

Hybrid cloud data management is the solution patterns com-
panies adopt to solve their data management challenges when 
implementing a hybrid cloud architecture. Several drivers 
consistent with hybrid cloud data management include

 ✓ Minimizing business disruption during migration to the 
cloud

 ✓ Maximizing adoption and integration across multiple 
applications

 ✓ Leveraging a single‐pane‐of‐glass management toolset to 
manage applications and data regardless of their origin

Single pane of glass refers to having one unified view or tool-
set of a complex environment. Relying on a myriad of tools 
without a defined end‐to‐end management plan creates inef-
ficient redundancies while opening the possibility of visibility 
gaps. Single‐pane‐of‐glass toolsets simplify management, while 
reducing redundancies and gaps.

Performing Hybrid 
Administration and Recovery

Ideally customers shouldn’t care where application process-
ing occurs or where data resides; it should be transparent 
and seamless across the globe. However, experience shows 
maintaining high availability and disaster recovery is chal-
lenging. Performing these same tasks in a hybrid environment 
introduces additional complexities.

Quality hybrid cloud data management solutions should make 
the location of processing and data both transparent and 
seamless for customers. Your toolsets should embrace this 
ideal and span the hybrid cloud.

Managing systems in hybrid environments means some serv-
ers are on‐premise, while others are in the cloud, which you 
do not directly control. Mismatched Service Level Agreements 
(SLAs), globally distributed components, and widely disbursed 
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support staffs are obvious factors. However, hybrid cloud 
environments are more easily managed using these concepts:

 ✓ Have a single pane of glass to monitor and manage 
the entire infrastructure regardless of where it resides 
(on‐premise or in the cloud). One centralized view of 
the complete architecture will reduce complexity and 
improve operations management.

 ✓ Create and use “availability zones” where if one zone fails, 
it will fail over to another zone that is working. This con-
cept is related primarily to disaster recovery operations, 
but is applicable for maintenance and rolling upgrades.

 ✓ Cross cloud computing allows primary work to occur in 
one cloud, but in the event of a failure the workload fails‐
over to another cloud. This is somewhat complex, but 
leverages cloud capabilities rather than using redundant 
data centers.

 ✓ Copy‐back from cloud into on‐premise data center. This 
practice copies back data from the cloud into an on‐premise  
data center nightly for disaster recovery. However, as 
cloud computing capabilities increase and confidence in 
the cloud grows, this practice is becoming less common.

Hybrid cloud environments introduce inherent challenges to 
system administration, operations management, and disaster 
recovery. However, with the proper tools and planning in 
place, these challenges are overcome by enterprise IT staff.

Avoiding the integration hairball
Point‐to‐point integration can create 
a tangled hairball of data integra-
tion lines in any environment. Simply 
integrating components on an as‐
needed basis with no long‐term 
planning is a recipe for a hairball. 
The hairball concept predates cloud 
computing, but with new fast, self‐
service cloud capabilities you can 
create your hairballs even faster.

To avoid creating new hairballs at 
cloud speeds, you need a disciplined 

approach to data integration. Self‐
service capabilities are good, but 
you must be consistent in how you 
format and define your data. Good 
data management practices promote 
good data integration outcomes. 
Furthermore, modern iPaaS technol-
ogy makes integration easier and 
less likely to create hairballs when 
coupled with a solid data manage-
ment approach.
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Exploring Roles of Different IT 
Personas with Hybrid Clouds

Hybrid cloud computing is disruptive to companies and par-
ticularly to enterprise IT departments. However, disruption 
isn’t necessarily bad, and the resulting upheaval often results 
in greater efficiencies. This impact is felt by many personas 
and new personas emerge as a result.

One very important emerging persona is the cloud architect. 
This person is responsible for designing and implementing 
an architecture and overall cloud strategy that will meet 
the company’s business goals and IT objectives. The cloud 
architect must ensure cloud deployments are beneficial 
to the organization without introducing new inefficiencies. 
Implementation plans, timelines, and ultimately project suc-
cess are responsibilities of the cloud architect.

Additional key personas exist with the distinct interests and 
roles in cloud adoption and hybrid cloud data management:

 ✓ Chief Information Officer (CIO): Focused on compli-
ance, governance, and performance while wanting to 
lower operating costs and minimize disruption to busi-
ness units

 ✓ Vice President (VP) of Applications: Maintains existing 
mission critical, on‐premise applications while working 
with Line of Business (LOB) groups to deploy new cloud 
applications; focused on lowering costs and minimizing 
business disruption

 ✓ Integration and data architects: Technical staff with 
focus on integration and data locality, access, quality, 
and connectivity

 ✓ Database and data warehouse staff: Technical staff with 
initial focus on existing on‐premise data stores, but will 
become more cloud centric as existing data moves from 
on‐premise to the cloud and new data is delivered from 
the cloud

 ✓ Business unit citizen integrators: These people include 
departmental IT staff and SaaS admins who provide data 
management capabilities that require governed, self-  
service toolsets. These benefit directly from SaaS, PaaS, 
and IaaS cloud deployments.
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Using Hybrid Clouds 
in the Real World

In This Chapter
▶▶ Examining common use cases for hybrid cloud data management

▶▶ Identifying ways to simplify hybrid cloud implementations

▶▶ Exploring hybrid clouds with Amazon Web Services and Microsoft 
Azure

▶▶ Highlighting iPaaS platforms to enable your hybrid cloud

C 
loud computing propels companies into hybrid envi-
ronments at an explosive rate. However, complexities 

emerge as the practical considerations of hybrid clouds 
become apparent. As companies dive into hybrid clouds, 
questions regarding the best use cases and toolsets come 
to the forefront. The use of integration Platform as a Service 
(iPaas) with SaaS and PaaS in hybrid clouds become a winning 
solution. In this chapter, you explore the many choices faced 
by companies and highlight successful approaches for hybrid 
cloud data management.

Exploring Use Cases for Hybrid 
Cloud Data Management

Based on real‐world experience, companies find three common 
use cases where the benefits of hybrid cloud  computing are 
optimized. The most successful hybrid cloud implementations 
are cloud migration (sometimes called lift and shift), hybrid 
data warehousing, and hybrid app  integration.

Chapter 4
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Cloud migration with lift and shift
The most obvious and one of the most beneficial use cases for 
hybrid cloud is simply redirecting on‐premise workload into 
the cloud. Infrastructure costs are reduced as databases, data 
warehouses, and applications are lifted out of on‐premise and 
shifted to public cloud and/or to SaaS applications. In addi-
tion to lower infrastructure costs, once the components are 
in the cloud, customers benefit from all the cloud advantages 
including elastic scalability and paying for only the resources 
and capacity used.

Figure 4‐1 outlines the lift and shift use case.

The workload is shifted into the cloud. In this specific example, 
you move some of your existing databases, data warehouses, 
and integration tools to a public cloud such as Amazon Web 
Services or Microsoft Azure. Your on‐premise applications 
move to SaaS cloud offerings or are migrated to public cloud 
infrastructure such as AWS or Azure. As there will still be some 
components on‐premise, this architecture represents a hybrid 
cloud. This is just one example of lift and shift. Other custom-
ers may also optimize their data architecture as they’re moving 
their data assets to public cloud. For example, a customer 
may choose, as part of lift and shift, to restructure an existing 
on‐premise data warehouse as some combination of DW as a 
Service and Hadoop as a Service and data lake in public cloud, 
utilizing big data management tools in public cloud.

Figure 4-1:  Lifting and shifting workload into the cloud.
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Lift and shift use cases are what many people envision when 
they adopt PaaS and IaaS. The lift and shift use case seizes the 
benefits of cloud computing, while reducing hosting and infra-
structure costs within the data center.

Hybrid data warehousing
A second common use case is supporting hybrid data ware-
housing. Both moving on‐premise data warehouses to the cloud  
or creating new cloud‐based data warehouse, for new projects, 
and populating them with data is the heart of hybrid data 
warehousing. Data sources for these cloud data warehouses 
may reside in public cloud, SaaS applications, or on‐premise 
data sources and applications. One of the challenges of a 
hybrid data warehouse project is the integration of all these 
data sources in hybrid cloud.

In Figure 4‐2, you see hybrid data warehousing.

Figure 4‐2 is a combination of on‐premise data warehouses 
and Data Warehouse as a Service deployed. There’s an iPaaS 
cloud that in this case loads the data warehouses from a 
myriad of data sources, such as SaaS applications, social 
media, logs, and Internet of Things (IoT), as well as on‐premise 
data sources and applications. Some customers may utilize 

Figure 4-2:  Leveraging hybrid data warehousing.
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on‐premise integration software hosted in public cloud or use 
it in conjunction with iPaaS. Others may continue to maintain 
some on‐premise data warehouse for loading their traditional 
on‐premise data sources and implement in public cloud new 
data warehousing projects, which rely heavily on cloud data, 
such as IoT or social data.

The primary focus of the hybrid data warehouse use case is 
loading multiple data sources from cloud and on‐premise into 
a cloud based data warehouse, which can be rapidly set up 
and cost‐effectively scale to support big data. As part of this 
data loading process, iPaaS continues to play an important 
role, in some cases, in conjunction with on‐premise data inte-
gration software, which may be hosted in public cloud or be 
installed on premise.

Don’t assume that iPaaS is the only way to solve hybrid cloud 
data management challenges. It’s possible to use on‐premise 
data management software (as part of Integration Competency 
Center) either installed on premise or hosted in public clouds 
such as Amazon Web Services and Microsoft Azure.

Hybrid app integration
One very exciting use case is hybrid application (app) integra-
tion. Unlike lift and shift, which is focused on reducing data 
center workload and costs, hybrid app integration’s purpose 
is to integrate mission critical on‐premise applications with 
cloud based SaaS and public‐cloud hosted apps to promote 
greater agility and end-to-end business process integration 
within hybrid cloud. This use case is primarily implemented 
by using iPaaS solutions.

When I refer to apps in this context, I mean fully featured 
enterprise‐scale applications rather than apps on mobile 
devices.

In Figure 4‐3, hybrid app integration is displayed.

Within Figure 4‐3, you see how iPaaS is used to synchronize 
and integrate data between on‐premise applications (such as 
SAP), SaaS applications such as NetSuite (ERP), Salesforce 
(sales,  service, and marketing), Workday (HR), and Marketo 
(marketing automation), as well as some apps that may have 
moved to AWS.
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iPaaS is critical with hybrid app integration environments. 
The iPaaS provides critical integration services so on‐premise  
applications are able to access and integrate with cloud 
 services provided by SaaS and PaaS. The importance of iPaaS 
in this model can’t be overstated.

Simplifying the Hybrid Cloud
With lift and shift, hybrid app integration, and hybrid data 
warehouses, we have identified the three most common use 
cases. Each use case has a different purpose, but for compa-
nies new to hybrid clouds, it’s beneficial to recognize com-
monalities. Within these different use cases, commonalities 
exist as shown in Figure 4‐4.

In Figure 4‐4, you see the standard on‐premise applications, 
databases, and data warehouses as well as on‐premise inte-
gration software, common in so many data centers. Within the 
AWS and Azure clouds, IaaS and PaaS offerings are focused on 
data services such as data warehouse as a Service. In many 
implementations, the iPaaS solution is present and provides 
integration between SaaS services, public cloud services, and 
on‐premise components.

Figure 4-3:  Deploying hybrid app integration.
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When designing your hybrid cloud, consider cloud integration 
and data management recommendations:

 ✓ Simplicity: People like software solutions that provide 
value and are easy to use. If solutions aren’t simple, they 
will not be widely adopted. Make sure your cloud integra-
tion and data management solutions embrace simplicity 
and ease of use with role‐based tools designed for differ-
ent personas such as developers and citizen integrators.

 ✓ Connectivity: Use a tool that separates and abstracts 
integration logic from the underlying data sources. This 
allows you to easily redirect workloads between data sys-
tems, add off‐the‐shelf connectors, and build connectors 
yourself for custom systems.

 ✓ Automation: Ensure you have the ability to automate and 
monitor the deployment of data integration and end‐to‐
end business process integration once you’ve developed 
them with your toolsets.

 ✓ Efficiency: Deploy solutions that use templates, prebuilt 
connectors, visual design, reusable components, and 
Application Program Interfaces (APIs) as much as pos-
sible. Leverage prebuilt components to make common 
tasks both simple and efficient because they’re already 
optimized and reduce your integration work.

 ✓ Flexibility: Cloud integration solutions must connect 
to all your on‐premise and cloud based applications 
and data systems; you need the flexibility to connect to 
 whatever you need when you need it.

Figure 4-4:  Recognizing commonalities within hybrid clouds.
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 ✓ Security: Security must be at the forefront of any solu-
tion you deploy; it can’t be an afterthought. Not deploy-
ing secure solutions is negligence in this age of data 
breaches and cyber‐crime. Make sure your integration 
and data management solutions place security as a top 
priority.

Recognizing the commonalties in hybrid cloud solutions, and 
having guiding principles for cloud integration and data man-
agement, your journey to the hybrid cloud is made easier.

Data management and integration solutions should seam-
lessly work across all environments, on‐premise and cloud. 
Without this capability, you risk creating disparate silos of 
data on‐premise and in the cloud. Ensure your toolset pro-
vides complete data management coverage across your entire 
hybrid cloud architecture.

Exploring Amazon Web Services
Amazon Web Services (AWS) provides both IaaS and PaaS 
offerings with PaaS as our primary focus for hybrid cloud data 
management. In particular, these AWS services are part of the 
hybrid cloud data management landscape:

 ✓ Amazon Elastic Compute Cloud (EC2): Virtual server 
hosting to provide capacity on demand

 ✓ Amazon Simple Storage Solution (S3): Scalable cloud 
storage service

 ✓ Amazon Redshift: Cloud‐based petabyte‐scale data ware-
house service

 ✓ Amazon Relational Database Service (RDS): Cloud‐
based interface and management tool into 3rd‐party 
relational databases such as Oracle, MySQL, PostgreSQL, 
Microsoft SQL Server, and MariaDB, in addition to 
Amazon’s Aurora database

 ✓ Amazon DynamoDB: Cloud‐based NoSQL database  service

 ✓ Amazon Aurora: Relational database service, which is 
MySQL compatible

 ✓ Amazon EMR (Elastic Map Reduce): Web service using 
cloud‐based Hadoop clusters designed to enable process-
ing and analyzing large amounts of data
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These AWS offerings, along with data management software, 
play an important role in the lift and shift, hybrid data ware-
housing, and hybrid app integration use cases. These AWS 
offerings benefit customers in hybrid environments to lift and 
shift capacity into the cloud, reduce data center infrastruc-
ture costs, and enhance organizational agility and flexibility.

Exploring Microsoft Azure
Microsoft Azure provides both IaaS and PaaS offerings with 
PaaS as our primary focus. Azure provides many cloud offer-
ings, but these are especially useful for the support of hybrid 
cloud computing:

 ✓ Azure Virtual Machines (VM): Virtual machine server 
hosting to provide capacity on demand

 ✓ Azure SQL Data Warehouse: Cloud‐based data 
 warehouse service

 ✓ Azure Binary Large Object (BLOB) Storage: Storage 
 services for BLOBs, such as unstructured data, 
 documents, binary objects, and audio/visual files

 ✓ Azure SQL Database: Cloud‐based database service

 ✓ Azure HDInsight: Cloud‐based Apache Hadoop managed 
service

 ✓ Azure documentDB: Managed cloud‐based, NoSQL 
 document database service

These Azure offerings, along with data management software, 
enable hybrid cloud computing use cases of lift and shift, 
hybrid data warehousing, and hybrid app integration. Azure 
supports extending your data center capacity into the cloud 
and enhances your agility and flexibly by supporting new ini-
tiatives for your development teams while reducing your data 
center infrastructure costs.

You can learn more about Amazon Web Services and 
Microsoft Azure at aws.amazon.com and azure. 
microsoft.com.

http://aws.amazon.com
http://azure.microsoft.com
http://azure.microsoft.com
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Ten Techniques for 
Managing Hybrid  

Cloud Data
In This Chapter

▶▶ Ensuring connectivity and data visibility

▶▶ Supporting growth and performance

▶▶ Defining operational control

▶▶ Knowing the cloud mandates

▶▶ Maintaining constant security

M 
anaging data effectively in your hybrid cloud environ-
ment is the key to successful cloud projects. Your 

cloud approach and the architectural decisions you make are 
the primary factors leading to success. In this chapter, I iden-
tify tips and techniques to enhance your skills managing data 
and apps in hybrid cloud environments.

Ensure You Have Connectivity
A computer system is only as good as the data that drives it; 
good data leads to good results. The challenge is getting quick 
access to that quality data. Any data integration strategy and 
the accompanying technology must access the data required. 
In hybrid cloud environments, this challenge is magnified as 
data is spread across on‐premise and cloud data sources.

Chapter 5
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Ensure that your data integration and management tools con-
nect out of the box to a wide variety of data sources regard-
less of their location in cloud or on-premise. Make sure that 
your connectors are high performance, standardized, easy to 
use, and reusable across systems. Also ensure that your data 
management tool has a connectivity architecture that sepa-
rates integration logic from underlying data systems.

Understand Your Data Visibility
Data visibility and lineage are critical to high‐quality data man-
agement. Data lineage is the life story of your data — where 
it originated, where it has been, and how it presently exists. 
For example, with great data lineage, you instantly know if you 
have sent customers’ Personally Identifiable Information (PII) 
to a cloud database or data warehouse in another country, 
out of compliance with your corporate policy or regulation. 
Without clear visibility into your data, its lineage, and its 
metadata, your data governance suffers, impacting compli-
ance with regulations and the ability to support audits.

In cloud environments, data moves fast and spans the globe; 
establishing a clear view of the origin and journey of your data 
becomes an especially daunting challenge. Complex data 
flows obscure your comprehension of the data. Counter these 
complexities with tools that focus on metadata to uncover 
the mystery of data on‐premise and in the cloud. The payoff is 
greater governance for your organization as well as increased 
development productivity and reduced risk associated with 
code change management. Metadata is also the foundation for 
data quality mastering and security initiatives. 

Prepare for a Leap in Scalability
Sure, clouds are supposed to scale, but have you really 
considered what that means for your business? Imagine 
being able to process (and manage) extreme volumes of 
data. Consider the benefits of scaling without performance 
problems or delays to add more hardware when a workload 
threshold is exceeded. Oh, how many problems we could’ve 
avoided if we had this capability in years past!

The catch is how do you integrate all this new data (espe-
cially with social media, big data, and IoT) now that the sky 
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is the limit? It’s not enough to have data systems that scale 
infinitely, you also need the tools that load them and manage 
the data to match that scale. Use iPaaS technologies that are 
engineered for performance with scale so you can access all 
the data you need now that you don’t have to worry about 
 traditional capacity issues.

Cloud bursting occurs when companies extend their on‐ 
premise workloads onto public clouds to cost‐effectively 
handle short term, infrequent events such as Black Friday 
sales events or end‐of‐year processing.

Redefining Operational Control
With hybrid cloud computing, the good news is we are now 
free of the limited confines of our data center; our applica-
tions and data span the globe. The downside is that with 
hybrid cloud computing, our data and applications have 
escaped our data center and are potentially traveling all over 
the globe.

You need a special set of solutions designed for hybrid to 
manage data and applications distributed on‐premise and 
within infinitely scalable clouds. Obviously you want to moni-
tor and manage your production applications. Leverage tools 
that provide a single point of control for your production 
systems regardless of their location; you want a single pane 
of glass from where you manage your operations. Ensure your 
tools efficiently manage your production data flows and alert 
you to issues before they grow into major problems.

Understand How Security and 
Compliance Is Managed

Cloud computing, and in particular hybrid cloud computing, 
changes the landscape for how security, compliance, and gov-
ernance is managed. While IT has a long track record of data 
center security and compliance, the world of cloud changes 
long established boundaries and controls.

Enterprise IT no longer should view its role as limited to the 
confines of the data center. The applications and data have 
expanded into the cloud, so too must the role of enterprise 
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IT security, compliance, and governance. Enterprise IT will no 
longer control physical infrastructure when it is cloud based, 
but it will still own that data and be responsible for ensuring 
that necessary controls are established and followed. With 
the advent of the cloud the mission of enterprise IT gover-
nance has not ended, but it must evolve.

Rethink Special Cloud Cases
Let’s be honest; don’t believe all the marketing hype that any 
application can easily move to the cloud because they can’t. 
Cloud computing is optimized for standardized applications 
and data; highly custom applications that don’t fit into cloud 
service models don’t thrive in the cloud.

The cloud is evolving to host more service models (mobile, 
big data, analytics, IoT, and so on) and applications are 
becoming more standard. However don’t try to force an appli-
cation not suited for the cloud just to be “cloud enabled.” 
Your business will be better off leaving highly custom applica-
tions on‐premise to create hybrid cloud environments inte-
grating with applications that are well‐suited for the cloud.

Identify Mandates for Cloud
C‐level executives are justifiably excited for the cloud; they 
read books like this too. As a result, “Cloud First” dictates 
are common both in private companies and even within the 
U.S. Federal government. In many cases, new applications 
are mandated to deploy to the cloud unless a Business Case 
Analysis (BCA) is performed to justify an on‐premise deploy-
ment. Alternatively, some environments permit cloud but only 
with specific security restrictions (think military and intelli-
gence). The takeaway is that you need to understand the guid-
ance of your organization as you plan your cloud strategy.

Target IT Infrastructure to Move
Leading industry analysts estimate $204 billion (yes, that is 
Billion) will be spent in 2016 on the public cloud; up from 
$175 billion in 2015. Of that, the largest sector of growth is 



  Chapter 5: Ten Techniques for Managing Hybrid Cloud Data 41

These materials are © 2016 John Wiley & Sons, Inc. Any dissemination, distribution, or unauthorized use is strictly prohibited.

IaaS showing a jump of 38.4 percent ahead of strong growth in 
cloud management and security services, SaaS, and PaaS. This 
estimate is a clear indicator companies are redirecting large 
amounts of their infrastructure budgets to cloud‐based infra-
structure rather than back into existing data centers. Evaluate 
your strategy in this infrastructure paradigm shift.

Deploy Highly Sensitive 
Environments to the Cloud

“Cloud isn’t secure!” has been repeated many times, but does 
it have merit? Probably not. If that was true, would the U.S. 
Department of Defense (DoD) have authorized and promoted 
the use of vetted commercial cloud service providers for their 
data? Would the Central Intelligence Agency (CIA) have con-
tracted with Amazon for a $600 million cloud?

Cloud service providers know they must disprove the myth of 
cloud insecurity, so they work hard to ensure needed controls 
are in place. Additional stringent controls and governance are 
applied for customers with specialized security needs.

Ensure Security Is at  
the Forefront

Regardless of on‐premise computing or new cloud architec-
tures, security must be built in from the start rather than 
bolting in the last phase of system design. Select tools and 
solutions that support secure cloud services. Leverage 
mature iPaaS offerings that aid in security and governance 
as part of the larger topic of data management. For example, 
make sure your iPaaS solution ensures secure movement of 
data between on premise and cloud.

Verify the details of what security protocols are applied and 
how standards are enforced. Don’t trust high‐level marketing 
material; fact check the details. You must take these extra 
steps not just for security itself but also for audit compliance, 
governance, and due diligence requirements.
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